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Responding to
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What is Deepfake?

Deepfake

Risks and Countermeasures

“Deepfake”, a blend word of “deep learning” and “fake”
refers to the use of artificial intelligence (Al) technology to
synthesise a person’'s face or voice into any specific image,

P video or audio, thereby creating seemingly realistic
counterfeit content.

Identify flaws: Pay close
attention to whether images,
videos or audio contain
unnatural movements,
Inconsistencies or irregularities.
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Impact on the victim, threatening to release such content to —~ = Protect personal information:

extort money from the victim. Avoid disclosing personal
iInformation to others easily to
prevent it from being exploited
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harasses the victim and disseminating it online. content.

Fabricating fake news to intentionally L
mislead the public or influence public opinion. . m
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For detaills, please visit
CyberDefender or HKCERT website at:
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